
P
R

A
T

T
’S

P
R

IV
A

C
Y

 &
 C

Y
B

E
R

S
E

C
U

R
IT

Y
 L

A
W

R
E

P
O

R
T

 
2

4
-4

 
M

A
Y

 
2

0
2

4
 

V
O

L
. 10

 •
N

O
. 4

P R A T T ’ S

PRIVACY & 
CYBERSECURITY

LAW
REPORT

MAY 2024
VOL. 10 NO. 4

AN A.S. PRATT PUBLICATION

EDITOR’S NOTE: SO, WHAT’S NEW? 
Victoria Prussen Spears

SO, WHAT’S “CONSUMER HEALTH DATA,”  
ANYWAY? 
Peter A. Blenkinsop, Reed Abrahamson and 
Simonne Brousseau

PRESERVATION OBLIGATIONS FOR  
EPHEMERAL MESSAGING WILL  
NOT DISAPPEAR 
Matthew D. Kent, Adam J. Biegel, 
T.C. Spencer Pryor and  
Troy A. Stram 

CURRENT ISSUES IN DATA BREACH 
CLASS ACTION SETTLEMENTS 
Mark A. Olthoff and  
Shundra Crumpton Manning 

SUBSTANCE USE DISORDER CONFIDENTIALITY 
REGULATIONS MODIFIED TO ALIGN  
WITH HIPAA 
Beth Neal Pitman and Eddie Williams III 

STATE PRIVACY ENFORCEMENT AND  
COMPLIANCE ACTIVITY SHOWS NO  
SIGNS OF SLOWING DOWN 
Kathleen E. Scott, Joan Stewart and 
Kelly Laughlin 

CYBERSECURITY INSURANCE: PRACTICAL 
STEPS BUSINESSES CAN TAKE TO  
BECOME MORE INSURABLE 
Kathryn T. Allen, Kelsey L. Brandes and  
Scott M. Tobin

THE DEVELOPMENT OF ARTIFICIAL  
INTELLIGENCE, AND PROTECTING  
STUDENT DATA PRIVACY 
David P. Grosso, Michelle R. Bowling, 
Starshine S. Chun and  
Brooke M. Delaney 

COLLEGE BOARD AGREES TO PAY $750,000 
TO SETTLE ALLEGATIONS IT VIOLATED  
NEW YORK STUDENTS’ PRIVACY  
Libby J. Weingarten and  
Rebecca Weitzel Garcia

Date: 04/01/2024 • Page Count: 38 • PPI: 340 • Spine width: 0.1118 in. • Trim size: 6.5 X 9.625 in.



Pratt’s Privacy & Cybersecurity
Law Report
VOLUME  10 NUMBER  4

131

126

119

115

112

109

101Editor’s Note: So, What’s New?
Victoria Prussen Spears

So, What’s “Consumer Health Data,” Anyway?
Peter A. Blenkinsop, Reed Abrahamson and  
Simonne Brousseau  

Preservation Obligations for Ephemeral Messaging Will  
Not Disappear
Matthew D. Kent, Adam J. Biegel, T.C. Spencer Pryor and  
Troy A. Stram 

Current Issues In Data Breach Class Action Settlements
Mark A. Olthoff and Shundra Crumpton Manning 

Substance Use Disorder Confidentiality Regulations Modified  
to Align with HIPAA
Beth Neal Pitman and Eddie Williams III  

State Privacy Enforcement and Compliance Activity Shows  
No Signs of Slowing Down
Kathleen E. Scott, Joan Stewart and Kelly Laughlin 

Cybersecurity Insurance: Practical Steps Businesses Can  
Take to Become More Insurable
Kathryn T. Allen, Kelsey L. Brandes and Scott M. Tobin 

The Development of Artificial Intelligence, and Protecting  
Student Data Privacy
David P. Grosso, Michelle R. Bowling, Starshine S. Chun and  
Brooke M. Delaney 

College Board Agrees to Pay $750,000 to Settle Allegations  
It Violated New York Students’ Privacy 
Libby J. Weingarten and Rebecca Weitzel Garcia

May 2024

123

103



QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ....................................................................................................... (908) 673-3380
Email: .............................................................................................. Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:

Customer Services Department at .............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................. (518) 487-3385
Fax Number ....................................................................................................................... (800) 828-8341
LexisNexis® Support Center .............................................. https://supportcenter.lexisnexis.com/app/home
For information on other Matthew Bender publications, please call

Your account manager or ...............................................................................................   (800) 223-1940
Outside the United States and Canada, please call .........................................................   (518) 487-3385

ISBN: 978-1-6328-3362-4 (print) 
ISBN: 978-1-6328-3363-1 (eBook)

ISSN: 2380-4785 (Print) 
ISSN: 2380-4823 (Online)

Cite this publication as: 
[author name], [article title], [vol. no.] PRATT’S PRIVACY &CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt); 
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [7] PRATT’S PRIVACY & 
CYBERSECURITY LAW REPORT [179] (LexisNexis A.S. Pratt)

No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text 
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be 
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978) 
750-8400.

An A.S. Pratt Publication 
Editorial

Editorial Offices 
630 Central Ave., New Providence, NJ 07974 (908) 464-6800 
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200 
www.lexisnexis.com

(2024–Pub. 4939)

This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or 
other professional services. If legal advice or other expert assistance is required, the services of a competent professional 
should be sought.
LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under 
license.A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.

Copyright © 2024 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights 
Reserved.



Editor-in-Chief, Editor & Board of Editors

EDITOR-IN-CHIEF
Steven A. Meyerowitz

President, Meyerowitz Communications Inc.

EDITOR
Victoria Prussen Spears

Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

Emilio W. Cividanes

Partner, Venable LLP
Christopher G. Cwalina

Partner, Holland & Knight LLP
Richard D. Harris

Partner, Day Pitney LLP
Jay D. Kenisberg

Senior Counsel, Rivkin Radler LLP
David C. Lashway

Partner, Sidley Austin LLP
Craig A. Newman

Partner, Patterson Belknap Webb & Tyler LLP
Alan Charles Raul 

Partner, Sidley Austin LLP
Randi Singer

Partner, Weil, Gotshal & Manges LLP
John P. Tomaszewski

Senior Counsel, Seyfarth Shaw LLP
Todd G. Vare

Partner, Barnes & Thornburg LLP
Thomas F. Zych

Partner, Thompson Hine

iii



Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc. 
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2024 Reed 
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal 
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any 
information retrieval system without the written permission of the copyright owner. For customer 
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail 
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication 
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central 
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com, 
631.291.5541. Material for publication is welcomed—articles, decisions, or other items of interest to 
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone 
interested in privacy and cybersecurity related issues and legal developments. This publication is 
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering 
legal, accounting, or other professional services in this publication. If legal or other expert advice is 
desired, retain the services of an appropriate professional. The articles and columns reflect only the 
present considerations and views of the authors and do not necessarily reflect those of the firms or 
organizations with which they are affiliated, any of the former or present clients of the authors or their 
firms or organizations, or the editors or publisher.

POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630 
Central Ave., New Providence, NJ 07974.

iv



123

* The authors, attorneys with Polsinelli PC, may be contacted at kallen@polsinelli.com, 
kbrandes@polsinelli.com and scott.tobin@polsinelli.com, respectively. 

1	 https://www.ibm.com/reports/data-breach. 

In this article, the authors discuss steps that companies can take to make themselves 
more attractive to cyber insurers and to improve their security posture.

With the global average cost of a data breach now $4.45 million, a 15% increase 
over the past three years,1 it is not a surprise that businesses have shown an increased 
interest in cybersecurity insurance amid frequent news of computer hacking, network 
intrusions, data theft and high-profile ransomware attacks.

At the same time, there is a range of insurance policies that may cover aspects of 
cybersecurity incidents and crime, like stand-alone cyber policies, errors and omissions 
policies, commercial general liability, directors and officers / management liability, 
commercial crime coverage, media liability, network security and privacy policies, and 
other blended products.

However, insurers have started writing exclusions for cyber and privacy liabilities into 
“non-cyber” policies and directing policyholders to buy cyber insurance specifically 
for those risks. Thus, it is more important than ever for businesses to have a clear 
understanding of whether their current policies cover cyber incidents and, if so, to what 
extent. And if not, what can your organization can do as a company to make it more 
attractive to insurers?

PRACTICAL INTERNAL STEPS

Security Awareness Training 

We have all heard that employees are your company’s greatest risk point. But with 
regular, documented training sessions, you can reduce this risk by educating and 
empowering your employees to prevent and detect common cyber threats. This also 
promotes a “security-aware mindset” that can have ancillary benefits. Many insurers 
partner with cyber-training firms and may offer them to your company at no cost. The 
key to success with these trainings is to be frequent and consistent.

Cybersecurity Insurance: Practical Steps 
Businesses Can Take to Become More 
Insurable

By Kathryn T. Allen, Kelsey L. Brandes and Scott M. Tobin*
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Conduct Full Data Backups

You will not have to pay money to a cybercriminal if you have another copy of the 
data it is holding for ransom. The goal of regular data backups is to allow businesses 
to continue operating even if data is compromised. Regularly backing up all of your 
business data, whether it is on-premises or in the cloud, is the ultimate safety net.

Automate Passwords/Use MFA

Because most cybercriminals depend on stolen user credentials to access a private 
network, automated passwords and use of multifactor authentication (MFA) could 
disrupt a majority of network compromise attempts. Microsoft has even gone so far as 
to say it would prevent 99.9% of them!2 MFA is the process of using at least two pieces 
of evidence to confirm a user is who she is supposed to be (usually a password plus a 
one-time password or code sent to the user’s phone or email).

Additionally, employ a password manager to help keep track of multiple passwords 
and generate new passwords at random. This cuts down on employees using the same 
passwords for multiple platforms or writing those passwords down.

Establish a Vendor Management Process

The greatest data privacy threat companies actually faced in 2023 was their upstream 
and downstream vendors, with 63% of all data breaches being tied to or directly 
caused by vendors. Many companies rely on their procurement department to gather 
information and negotiate with vendors. This may be fine outside of the cyber context, 
but when it comes to information technology (IT), software and other vendors that 
have cloud-based or “connected” solutions, additional vetting and contracting processes 
must be employed to properly assess and mitigate the risks your vendors pose to you.

PRACTICAL EXTERNAL STEPS

Conduct Penetration Testing and System Audits

It is important to test your company’s systems, network and technical infrastructure 
so you find the vulnerabilities before a cybercriminal does. Often, companies that can 
show regular system scans and audits done by a reputable third party enjoy a break in 
their cyber premiums. Penetration testing is an authorized, simulated attack on your IT 
systems. It should be designed to mimic the techniques a cybercriminal would use to 
determine the efficacy of your company’s security controls.

Consult a Managed Service Provider

Utilizing a third-party security professional, or managed service provider (MSP), 
to help your company better plan, monitor and secure its digital environment is an 

2	 https://www.microsoft.com/en-us/security/blog/2019/08/20/one-simple-action-you-can-take-
to-prevent-99-9-percent-of-account-attacks/.
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excellent way to bolster your protections. MSPs can offer 24/7 system monitoring and 
proactive threat detection as well as compliance management. An MSP may identify a 
blind spot your company did not have on its radar. And as there is a crowded market for 
these services, they can often be the same price or less expensive than having a captive 
team of employees doing all of these tasks.

Draft an Incident Response Plan

No Incident Response Plan (IRP) can guarantee the prevention of a data breach, 
but a well-drafted and well-rehearsed IRP can significantly minimize the impact a 
cyber incident has on your company. IRPs outline company procedures to follow and 
individual roles to engage in the event of an incident. Organizations with comprehensive 
IRPs had approximately $2.66 million less in damages and costs than those that did not 
have an IRP in place.3 Companies that have an IRP should review it annually. Tabletop 
cyber exercises bring all of the key players into the same room and have them act out 
what their roles and responsibilities would be if an incident were to take place. Some 
insurers will offer their clients a facilitator who can guide the company through this 
exercise. Other professional organizations should be present as well, including any MSP 
you have engaged and your trusted law firm partner.

With cyber insurance premiums going up and policy limits going down, as well as a 
consolidation of cyber insurance providers in the market, insurers want to see that their 
clients are engaging in industry-standard preventive measures.

CONCLUSION 

Taking advantage of these practical steps will not only make companies more attractive 
to insurers but also improve the security posture of the company in the process, which 
lowers the company’s need to ever claim on that policy in the first place.

Cybersecurity Insurance & Businesses: Steps to Become More Insurable

3	 https://www.ibm.com/reports/data-breach.




